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Your Bravura Security Hosts
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What's New

Bryan Christ, Sales Engineer

4% Bravura Security

Release Cadence
Features & Improvements
Platform Updates
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Check Your Version to Ensure Support

1 12.5.1 2023-02-28 Supported until 2025-06-05. Connector Pack 4.4.1
« Version 12.3.x moved e
. 12.5.0 2022-12-09 Supported until 2025-06-05. Connector Pack 4.4.0
shifted to best effort
Support on August 12.4release 2022-08-08 Supported until 2024-12-09.
9th - 12.4 patches:
12.4.2 2023-01-16 Supported until 2024-12-09. Connector Pack 4.3.1
12.4.1 2022-10-07 Supported until 2024-12-09. Connector Pack 4.3.1
12.4.0 2022-08-08 Supported until 2024-12-09. Connector Pack 4.3.0
12.3release i Supported until 2024-08-08. |
-12.3 patches:
12.3.4 Supported until 2024-08-08. onnector Pack 4.2.2
12.3.3 Supported until 2024-08-08. onnector Pack 4.2.2
12.3.2 Supported until 2024-08-08. onnector Pack 4.2.1
12.3.1 Supported until 2024-08-08. onnector Pack 4.2.1

12.3.0 Supported until 2024-08-08. onnector Pack 4.2.0

@ LUV hitps: //www.bravurasecurity.com/support/support-for-older-releases
Copyright © Bravura Security, Inc. 2024. All Rights Reserved.


https://www.bravurasecurity.com/support/support-for-older-releases​
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Client-Side Software Updates

Windows 11

» Login Assistant (Pass)

» Local Workstation Agent (Privilege)

Edge / WebView2
» Login Assistant (Pass)

« Secure Browser (Privilege)
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New Role Management App

ROLES

= Al

= My memberships

Bravura Security

Roles

Q, search
Showing 1 - 24 of 24
O D t=

I ACCTS-PAYABLE

ACCTS-RECEIVABLE

n

BASIC_USER

0 CONTRACTOR

)] CSV_ENT-CASH-RECD-ACT

0 CSV_PUR-ORD-ACT

DEVOPS-TECH

(] EDU-FACULTY

2% Bravura Security

& Louis S Frey =

N
Search [~ (& Delete role

CJembedded links Records| 50 V| | Show / hide columns

EE (& Update role

Description  T]

Accounts payable role

Accounts receivable role

Birthright access for all users

Basic entitlements for all contractors

CSV - Accounting Adjustments - Actions

CSV - Cash Disbursements - Actions

CSV - Enter Cash Received - Actions

CSV - Purchase Order - Actions

DevOps Technician

Faculty role

[& Update attributes

[ Update entitlement members
[ Assign roles

DETAILS

ID: DEVOPS-TECH

Description: DevOps Technician
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Security Improvements

Attack Vector Deflection
* Outbound Websocket Proxy
« Google reCaptcha version 3
« REST API Endpoint Policy

reCAPTCHAV3
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REST API Endpoint Policies

7 Bravura Security Resources

Policies

Privileged access

Workflow

superuser =

#& > Manage 1l tem » Policies » RES

REST API authorization policies

Search in Everything ¥ Q Search £+ ]
Showing 1 - 40 of 40 FEEmbedded links | Show / hide columns | Records | 100 w |

] D “  Description HTTP Verb REST API Endpoint Unknown variable Default?

[J accounts_get Policy used to get an account GET faccountsi{key}) account o

[[] accounts_get list Policy use [ C:\Users\administrator, HITACHI1\Desktop\accounts_get.rega - Motepad++ [Administrator] — m} X

File

accounts_patch Policy usd

functiona

accounts_patch_replace locked Policy usd
accounts_patch_replace_password
accounts_patch_test_locked Policy usd
accounts_patch_test_password Policy usd

Policy usd
functiona

accounts_post

[ accounts_post_generate_password Policy usd

“vavura Security Fabric v12.7.0.37818

Edit

default al

:= imput.s

1f to get own account

ta.account.user.id

to get acc

harchinf™ UEID

ount

nE

gth: 414 lines: 2

Run  Plugins

AGERS M -
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Bravura Pass Integration

Synchronize Secrets in Bravura Safe

How it Works

Users can store secrets in their personal collection, connected to
Bravura Pass. When Bravura Pass changes Jill's passwords, it
can also update her secrets in Bravura Safe.

What Does This Mean

Since Bravura Safe is accessible on mobile applications and
web browsers, Jill can retrieve critical passwords that she
doesn’t remember, wherever she is.

Security You Can Trust

Using this feature, Jill can create more complex and secure
passwords (or passphrases) and be confident that she can
quickly retrieve or auto-fill them.

2% Bravura Security

Jill logs into Bravura Pass and
triggers a password change

y

Bravura Pass connects to Bravura
Safe and stashes the password for
future retrieval.

A

Jill is informed of the successful
change

A

|
|
|
|

Jill can retrieve the most up-to-date
passwords from Bravura Safe

N2 G A S
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Introducing Innovative Password Manager: Bravura Pass Plus

Empowers password-free access, one-click breach response, and real-time identity
analytics-driven compliance, enhancing productivity and cutting IT costs.

Unified Governance Centralize control over
password policies

Automated Management Streamline password
updates and security

...............

87
=0
OO

o ipjE irir njd

Guaranteed Policy Enforcement Prevent weak
or insecure password usage

Business Continuity Reclaim critical
passwords that belong to the organization
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Customer Success

Siobhan Crothers,
Sr. Manager Customer
Success and Education

4% Bravura Security

Connectors

New Ticket Action ltem View
Documentation Site Search
Improvements

Maintenance Contract Additions
Training Updates

Product Council
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Connector Ecosystem

e Bravura Security-Verified Connectors are developed, and regression tested within Bravura Security’s
software development lifecycle, ensuring seamless integration and reliability.

e Customer-Verified Connectors while not part of the formal lifecycle, these are proven integrations used
by Bravura Security customers and offer value through their practical deployment in real-world scenarios.

e Custom Connectors are integrations that have been done by customers or third parties.
e Deprecated Connectors will be removed in future releases of the Bravura Security Fabric.

e Removed Connectors have gone through the Deprecation process and will no longer be offered by
Bravura Security.
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Support Troubleshooting and Upgrades

e When supporting customer-verified connectors, troubleshooting and testing is
often completed in the client's test environment.

e During upgrades Bravura Security-Verified, Customer-Verified and Deprecated
connectors will continue to be included in Bravura Security Fabric deployments.
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New Ticket Action Item View

Quickly identify the status of all and each ticket and the person responsible for it.

e Follow the link: Open Requests | am CC'd on and add the column to your view

e Contact your account manager for access to Zendesk

Updated date 2 Status = D Updated date & Status -+ Current Action Item
Today, 7:51 AM E Show and hide columns Aug 23,2024, 10:11 AM _Awallhguply 2024-08-20: Clarifiedto ...
D Aug 23, 2024, 10:09 AM 2026-08-20: Clarified [
Apr3, 2024, 11:36 PM E to client for how we
Aug 23,2024, 10:10 AM | Awaiting reply | are propertyclosing |
+ Created date id the handle. Client will
1. migrate this to PROD
May 3, 2024,12:09 PM | A Aug 23,2024, 10:10 AM Ao we will evalizate
w UFIIjEItE'd date our connections to
the affected
Today, 10:48 AM -
.~ Status m systems.
Today, 6:44 AM [ Open | 2024-08-20: Clarified to ...
I See more columns I
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https://support.hitachi-id.net/hc/en-us/requests?query=&page=1&sort_by=status&sort_order=desc&selected_tab_name=ccd-requests&filter_status=%3Aopen+%3Anew+%3Ahold&filter_status=%3Apending
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Documentation Site Search Improvements

e Product documentation site search efficiency has been improved
o Keyword searches resolve within a few seconds

e Progress bar indicator in the results window keeps users informed

[ 3 .
/}{ Bravura Security arger setings” .. X
ABOUT INSTALLATION GETTING STARTED BASE CONFIGURATION PASS PRIVILEGE IDENTITY MAI
HOME BASE CONFIGURATION > Resources > Target systems > Configuring target sy
ABOUT <
L I IE Y SLUE 33 LU LIS e B AL L g B L
About this site ’
) _ ) =  Operation - Sets a lock when the selected operation occurs on the targ \' |
What's new - 12.7.0 release hi... /’ ‘
NSTALLATION Checkbox values also determine the name of the lack file. For example, if y ‘\ 4
Netwark architecture when user bsmith verifies his password on system1, the resulting lock file i S,

means that bsmith will not be able to perform the same operation on syste

complete. However, user jwhite can access system1 simultaneously, and g
nstalling the Bravura Security .. systemlwhite.lock.

nstalling database and datab... Searching... 26%

nstalling with a shared schema . A y
= - 5.  Oprionak Use the Replace with field to override the name of the lock file as
nstalling Bravura Security Fab... _ ) o
" dd - You can use variables where the order of the variables is important, or use
nstalling add-on software "
L © can define the lock file name as 32DMTN3%PID%mylock. The %LDIR% (lock
anagin / serve
Managing proxy servers suffix are appended automatically.
Configuring replication servers
The variahles available are:
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https://bravurasecuritydocs.com/

Maintenance
Contract
Additions

Standard and
Premium Tiers

2% Bravura Security

| NERQGE | Premium
Severity 1 24x7 24x7
Support Availability Severity 2 12x5 Local Hours 24x7
Severity 3+ 12x5 Local Hours | 12x5 Local Hours
Severity 1 90 Minutes 30 Minutes
Production Support Incident Response SLA Severity 2 4 Hours 2 Hours
Severity 3 8 Hours 8 Hours
Non-Production Support Incident Response SLA Severity 4 24 Hours 24 Hours
Web Support All Severities All Severities
Support Method Chat Support Coming Soon Coming Soon
Email Support Severity 3+ Severity 3+
Phone Support Severity 1/2 Severity 1/2
# of Support Contacts 2 8

Shared Dedicated
o v

Customer Success Manager
Direct access to Sr. Support Engineers

Business Reviews and Strategic Planning Annual Quarterly
Review Calls and Status Updates o Monthly

Single Point of Accountability

Optional $ Included $

Health Check Service Optional $ “

2 Training Credits 4 Training Credits

Expert Services

Training

Copyright © Bravura Security, Inc. 2024. All Rights Reserved.



2% Bravura Security

How to Use and Purchase Training Credits

Bravura Security offers online, self-paced product training:
Partner and Customer Training

Use Training Credits Purchase Additional Training

Email training_registration@bravurasecurity.com Credits are available through Bravura Security’s
with the following information for each registrant: website: Basic Training Registrations

*  Product

* Full name and Email
» Province/State and City

Copyright © Bravura Security, Inc. 2024. All Rights Reserved.


https://www.bravurasecurity.com/services/learn
https://www.bravurasecurity.com/services/learn/basic-training-registration?hsCtaTracking=c62ee74b-776a-492b-8374-d715500901f6%7Cb52fbf0c-a6a6-4883-b3db-7172e4a3ece0

Product Council

Integrations are

e » We have managed 100
critical to

integrations so far.

SUCCESSA?\; IAM * What about the next

programs 5007

Next Meeting: September 24, 2024

Interested in joining? Reach out to your account manager.

2% Bravura Security

~ Propose
improvements

Review
current
friction points

Evaluate standards-
based Integrations
(SCIM, LDAP...)
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Thank You

Bryan Christ
Sales Engineer

©

Siobhan Crothers
Sr. Manager, Customer

Success & Education

4% Bravura Security

Schedule a Solution Showcase

Ol 8

—

bravurasecurity.com/request-demo
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